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Purpose

The Board of Education (the “Board”) is committed to maintaining the privacy and security of the
personal information that it collects, uses and discloses throughout its operations, and to ensuring that
it meets or exceeds the required standards under the British Columbia Freedom of Information and
Protection of Privacy Act (“FIPPA”). This standard and the related procedures describe the School
District’s Privacy Management Program.

The School District, college and its employees shall:

o follow responsible information management practices to ensure that the college collects, uses
and discloses personal information in compliance with FIPPA and other applicable laws;

e seek at all times to protect personal information against unauthorized collection, use and
disclosure;

e facilitate the appropriate release of records within its custody or control in response to access
requests received from members of the community under FIPPA;

e support timely access by individuals to their own personal information within the college’s
custody and control in accordance with the provisions of FIPPA, School Act and the Private
Training Act; and

e ensure the timely reporting and response to any privacy breach incidents that may arise in
connection with School District operations.

Definitions

Board: School District No. 42’s Board of Education as represented by the elected Board of Trustees.
FIPPA: The BC Freedom of Information and Protection of Privacy Act, and regulations thereto.

Personal Information: Recorded information about an identifiable individual but excludes a person’s
business contact information.

Record: refers to any recorded information regardless of physical format, that is within the custody or
control of the college or otherwise received, created, deposited, or held by the college. Records include
books, documents, maps, drawings, photographs, letters, vouchers, papers and any other thing on
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which information is recorded or stored by graphic, electronic, mechanical or other means, but do not
include computer programs or any other mechanism that produces records.

Statement

Commitment to Privacy Protection

Ridge Meadows College protects the privacy of students, staff and individuals whose personal
information it collects, uses, shares and retains. All staff are expected to follow responsible information
management practices, participate in School District privacy training, and support compliance with the
School District’s obligations under FIPPA and other applicable laws.

The college and staff respect the privacy and confidentiality of personal information entrusted to them
in the course of their duties, and collect, use and disclose personal information only where authorized
by FIPPA.

Identifying Purposes

The college communicates the purposes for which personal information is collected at or before the
time the information is collected, unless otherwise permitted or required by law.

In the ordinary course of carrying out its programs and activities, the college collects personal
information:

e To provide and deliver educational programs and services to students;

e To communicate with students and, as applicable, respond to inquiries or complaints;

e Toinvestigate and respond to safety incidents, misconduct and similar incidents;

e To recruit employees and managing the employment relationship;

e To ensure compliance with applicable Board bylaws, policies and other laws; AND

e For other purposes set out in the Procedures or Service Standards and authorized or required by
FIPPA and other applicable laws.

Collection, Use and Disclosure of Personal Information

The college and its staff limit the personal information collected and used to what is directly related to
and necessary in order to carry out its programs or activities, unless broader collection and use is
authorized by FIPPA or other applicable laws.

The college collects personal information by fair and lawful means in accordance with the requirements
of FIPPA.

Personal information will only be used or disclosed for the purpose for which it was collected, except
with the individual’s consent or as required or permitted by FIPPA or other laws.
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Securing Personal Information

The college protects personal information by ensuring security safeguards appropriate to the sensitivity
of the information are in place.

Such security safeguards shall include consideration of physical security (i.e., locked offices and
cabinets), organizational security (e.g. training and procedure) and electronic security (e.g. passwords;
encryption).

Every staff member has a duty to protect the privacy and security of personal information collected and
used by them as part of their ongoing employment responsibilities. The management and safekeeping of
such information is the responsibility of all college and school district staff.

Privacy Impact Assessments

The School District will have protocols and procedures in place to ensure that privacy impact
assessments are completed and documented in respect of new and significantly revised initiatives.

Privacy Breach Response

The School District will have procedures and protocols in place to respond to privacy breach incidents
that arise in connection with college programs and activities. All staff are expected to be familiar with
and comply with those procedures and protocols.

Retention

Personal information will be retained only for as long as necessary for fulfillment of the purposes for
which it was collected, or as required or permitted by FIPPA and other applicable laws.

Personal information that is no longer required for either administrative, operational, financial, legal or
historical purposes shall be securely destroyed in a confidential manner in accordance with Board
policies and approved record retention protocols.

Accuracy and Correction

Staff are expected to make reasonable efforts to ensure the accuracy of personal information that they
collect and use.

If a person believes that there is an error or omission in their personal information collected by the
college, they may request the correction of the information in writing to the department responsible for
the information in accordance with the Procedures to this Policy. Requests for correction will be
processed in accordance with the requirements of FIPPA.

Access to Information

The School District supports appropriate transparency and accountability in its operations by making
information available to the public as permitted or required under FIPPA.

Ridge Meadows College — Standards and Guidelines
Pending approval by SD42
3 Updated Dec. 4, 2023



. 20575 Thorne Ave.
‘ Ridge Meadows Maple Ridge, BC V2X 9A6
W\ College PH: (604) 466-6242

The School District also recognizes that individuals may make requests for access to records within the
custody and control of the college, and the School District will respond to such requests in accordance
with FIPPA.

The School District seeks to facilitate access by individuals to college records or their own personal
information within the School District’s custody or control in accordance with Procedure 5700.1:
Management of Information and Access Requests.

Complaints and Inquiries

Questions or complaints about the School District’s information management practices should be
directed to the Privacy Officer at privacy@sd42.ca.

The School District will respond to all complaints in writing.

Related School District Procedures:

School District polices and procedures can be viewed on the SD42 website here:
https://www.sd42.ca/board-of-education/policy-manual/

Related procedures to this standard are:

e 5700.1 Procedure — Management of Information and Access Requests
e 5700.2 Procedure — Personal Information Protection

Related Standards

e 6500 — Records and Information Management
Reference

This standard is derived from the School District No. 42 policy 5700: Privacy Management Program.
Should there be any discrepancy between this standard and the School District policy, then the School
District policy shall supersede this standard. The current version of policy 5700 can be viewed here:
https://www.sd42.ca/board-of-education/policy-manual/
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